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Article 1 Purpose

This Information Security Policy (the “Policy”) is being established to ensure that the
information assets of Fubon Financial Holding Co., Ltd. (the “Company”), the
subsidiaries listed on the Company’s business license (the “subsidiaries™), and the
Company and subsidiaries collectively, referred to as the “Financial Holding Company,”
are not deliberately or accidentally impaired from the inside or outside and to serve as a
standard for implementing various information security measures. The establishment of
this Information Security Policy demonstrates the management’s determination to
support information security and provides guidelines for relevant personnel to abide by.
It also meets the information security requirements of the Financial Holding Company

in mitigating the impact that any information security incident could bring while

protecting the rights and interests of the Financial Holding Company and its customers.
Article 2 Applicable Scope
This Policy applies to the Company and its subsidiaries.

Subsidiaries shall oversee the activities of their subsidiaries according to the Policy’s
principles and set related management rules based on the scale and nature of their

subsidiaries’ businesses.
Article 3 Information Security Policy and Information Security Objectives

The Policy shall be issued and revised in compliance with related rules. It shall be
reassessed at least once a year to reflect the latest government laws or technology or
business developments to ensure the effectiveness of Fubon’s information security
practices. Information security objectives shall include confidentiality, integrity, and

availability:

1. Confidentiality: Ensuring that only users who have obtained authorization can

access information,;

2. Integrity: Ensuring the accuracy and integrity of information and processing

methods;

3. Availability: Ensuring that users who have obtained authorization can access

information and related assets in a timely manner when they need to.

Article 4 Information Security Management Systems
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Information security management systems shall cover the following domains, with
related operational details to be established in management regulations, operational

procedures, and guidelines:

1. Organizational control measures: Measures to be devised encompass policies for
information security, information security roles and responsibilities, threat
intelligence, information asset management, access control management, supplier
security management, information security for use of cloud services, information
security incident management, business continuity management, compliance, and

privacy protection

2. People control measures: Measures to be devised encompass screening and terms
and conditions of employment, information security awareness education and
training, disciplinary and reward mechanisms, responsibilities after termination or
change of employment, confidentiality agreements, remote working, and

information security event reporting

3. Physical control measures: Measures to be devised encompass physical security
perimeters, physical entry management, the securing of offices and facilities,
physical security monitoring, protection against physical and environmental
threats, secure work areas, clear desk and clear screen, equipment siting and
protection, security of assets off-premises, storage media, cabling security,

equipment maintenance, and secure disposal or re-use of equipment

4. Technological control measures: Measures to be devised encompass user endpoint
security, privileged access rights, secure authentication, protection against
malware and management of technical vulnerabilities, configuration management,
information deletion, data leakage prevention, information backup, monitoring
activities, networks security, web filtering, use of cryptography, secure

development life cycle, and change management.
Article5 Management Responsibilities

Top management shall ensure that the following tasks are completed to fully

demonstrate its support for the development of information security management:

1. Closely communicating with other organizations to continue to move toward

information security objectives and conform with statutory requirements

2. Authorizing information security units to carry out information security tasks
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Approving the Information Security Policy and establishing information security

objectives and plans

4. Reviewing audits of the information security management system and

implementation results
5. Determining acceptable risk levels

6. Providing the necessary resources for the operation of the information security

management system

7.  If the information security management system requires a major overhaul, its
impact on the system and follow-up response measures shall be assessed, and the

overhaul shall be carried out based on the discussed plan and approach.

8. An executive at the vice president level or above or person with commensurate
responsibilities shall be assigned to concurrently serve as the chief information
security officer or the top manager of the information security unit and oversee the

promotion of the Information Security Policy and the allocation of resources.
Article 6 Continual Improvement of Information Security Management System

Relevant personnel are responsible for monitoring the occurrence of risks or
non-compliant situations and tracking improvements made by responsible units to
continually improve the effectiveness of the information security management system.
They shall do this based on the Information Security Policy, security objectives, the
results of internal and external information security audits, event monitoring analyses,

corrective and preventive measures, and management reviews.
Article 7 Additional Provisions

This Policy shall be published and implemented after being approved by the

Company’s board of directors. The same applies for revisions.
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Table: Record of Changes

Version | Date of Effective Date | Approval Notes
Approval Level

01 2006/02/14 2006/02/14 Board of 3rd board, 10th meeting: Board
Directors approves initial version

02 2007/02/22 2007/02/22 Board of 3rd board, 18th meeting:
Directors Revised and implemented

03 2008/08/15 2008/08/15 Board of 4th board, 2nd meeting: Revised
Directors

04 2014/03/20 2014/03/20 Board of 5th board, 16th meeting:
Directors Revised

05 2015/11/24 2015/11/24 Board of 6th board, 8th meeting: Revised
Directors

06 2020/04/30 2020/06/08 Board of 7th board, 17th meeting:
Directors Revised

07 2024/01/18 2024/01/30 Board of 9th board, 4th meeting: Revised
Directors
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